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Electronic Funds Transfer (EFT) Fraud Scheme 

Background: 
The U.S Department of Health and Human Services, Office of the Inspector General (HHS 
OIG) has issued an alert and report on electronic funds transfer (EFT) fraud schemes re- 
rou�ng Medicare and Medicaid provider payments to fraudulent accounts. 
 
Resources: 
HHS-OIG EFT Fraud Scheme Alert 
HHS-OIG EFT Fraud Survey Report 
 

HHS-OIG EFT Fraud Scheme Alert 
 

The U.S. Department of Health and Human Services, Office of the Inspector General 
(HHS-OIG), in coopera�on with other law enforcement partners, is no�fying payers 
about high-risk requests to re-route electronic funds transfers (EFTs) to fraudulent 
accounts owned by cybercriminals. State Medicaid agencies have been targeted, and 
an HFPP Partner noted that fraudulent EFT forms were transmited to Medicaid to 
redirect funds from an ins�tu�onal provider. Private sector payers have also been 
targeted, but currently there are no losses reported. 
 

Partners receiving high-risk requests should: 
• Confirm the requestor’s iden�ty using informa�on on file, not what was provided 

in the request. 
• Refrain from providing financial or sensi�ve informa�on over the phone or 

through email. 
• Contact your HFPP Partner Liaison to be connected to the law enforcement 

agency inves�ga�ng this scheme. 
 
 
 
If you have any ques�ons regarding this communica�on please contact our Provider Rela�ons 
team at 915-532-3778 or email us at ProviderRela�onsDG@elpasohealth.com.  

https://oig.hhs.gov/reports/all/2025/medicare-and-medicaid-payments-to-providers-are-at-risk-of-diversion-through-electronic-funds-transfer-fraud-schemes/
mailto:ProviderRelationsDG@elpasohealth.com.

